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1 TexHuuyeckue TpeOOBaHUS K CepBepPy

[Ipoueccop

MunumansHble: Intel® Core 13
Pexomennyembie: Intel® Xeon ES5 uiu Beitie
WJIM IpYTHE MOJl COOTBETCTBYIOLIYIO apXUTEKTYPY

OHepaTI/IBHaSI naMATb

Munumansssie: 8 I'b

Pexomennyemsie 16 I'b

KecTkuii nuck

O6nem ot 200 I'B

CepBep NpUIOKESHHN

PayaraServer 5 (Bepcun 5.2021.1 win BbImIe)

Java

OpenJDK 8 (ne Hmxe 8.282)

CYBJ

PostgreSQL 12 wiu BbIiie

OrnepanioHHasi CUCTEMa

Jlo/mkHa yIOBICTBOPSATH TPEOOBAHUSAM COBMECTHMOCTH C cepBepoM npuinokeHuid 1 CYB/]




Ilpozpambank. Humezpayuu

2  YcTaHOBKA NPWIOKEHUH

Jliist paboTs! iporpamMmmuoro kominiekca «IIporpambank. MaTETparum HeoOX0AMMO CIICTYOIIee
CTOpPOHHEE IPOTpaMMHOE 0OecIeueHHe:

1. OpenJDK 8
2. Payara Server

3. CYB/I (MoxeT ObITh yCTAaHOBJICHA HA APYTOM CEpBEpe)
4. Kpunrollpo JCP

2.1 YcranoBka Java (Ha npumepe OpenJDK ot Bellsoft)

IIpu ycranoBke Java cienyer:

1. Ckauarp quctpuOyTuB 1o cebuike https://bell-sw.com/pages/downloads/#/java-8-1ts .
BHUMAHUE!
YcranasmuBatrs OpenJDK 8 Bepcun, He HIDke 8.282.

2. YcraHOBUTH B marnky, Hanpumep o ymomuanuto C:\Program Files\BellSoft\Liberica]DK-8\.
ﬁ Liberica JDK 8 (84-bit) Setup

Custom Setup 4
Select the way you want features to be installed. _. p LIBER“:A

Click the icons in the tree below to change the way features will be installed.

SRS Liberica JDK Liberica DK 8.0.232.8
- =3~ | Add to PATH
=3~ | Setup JAVA_HOME

(= - | Associate .jar files

This feature requires 194ME on
your hard drive, Ithas 3of 3
subfeatures selected. The
subfeatures require 2KE on your

hard drive.
Location: C:'Program Files\BellSoft\LibericalDK-8Y Erisz
Reset Disk Usage Back Cancel




Pyko60o0cmeo no nacmpoiike u ycmaHnoexe

2.2 Ycranoska PayaraServer

Hns ycranoBku PayaraServer Heo0X0uMO BBITIOJTHUTH CIIEIYIONINE JCHCTBUSA:

1. Ckauars Bepcuto PayaraServer 5 (v build Beiue x Bepcuu PayaraServer 5)
https://search.maven.org/artifact/fish.payara.distributions/payara/5.2021.1/zip

2. PacmaxoBars B manky Ha nucke c:\. Ha3BaHue nanku 3HaueHHe HE HMEET.

3. Ecnu ycranosneHo Heckonbko Bepcuil JDK, To Heobxonumo B aiine asenv.conf, KoTopbIit
HaxoauTcs no myTtH <Ilamka payara>\glassfish\config\ (eciu OC - Windows, To ¢aiin asenv.bat,
ecnu Linux, To asenv.conf) yka3ats nyTh 10 OpenJDK nHyxHo¥ Bepcun. Hanpumep:

set AS JAVA=C:\Program Files\BellSoft\LibericaJDK-8\

4. Co3znarh HOBBIHM JJOMEH, HanpuMmep, work. 3armyckars KoMaHay (MOKHO yepe3 cmd uiu
Total Commander) u3 nmanku <Ilanka payara>\bin, Hanpumep, c:\payara41\bin\

puc. 1. Coznanue gomMeHna

asadmin create-domain --portbase 11100 work

i (8

e work: — IMs HOBOrO JOMEHA,
e o4 — portbase 11100 aBromaTHdeCcK MEHSIET BCE CTaHAAPTHBIE TIOPTHI IOMEHA.

CrangapTHbIe IOPTHI IO yMoTdaHuio: 4848 (koHcons ynpasienus), 8080 (moctym uepes https),
8081 (moctym uepe3 https).

B pesynbrare BHIOIHEHUS TaHHON KOMaH/Ibl, BCe MOPTHI OyyT HauMHAThCs co 111 u
3aKaHYMBATHCS ABYMS CTaHIAPTHBIMH IU(pamMu nopTa (B 1anHoM ciaydae 11148, 11180, 11181).

Co3nanue qoMeHa ¢ KIro4oM portbase He0OXOAUMO B CITy4ae €ClId CTaHJapTHbIE MTOPTHI 3aHATHI
JIIPYTUM JTOMEHOM, NpUJIOKeHUs1 uiv uHbM [10.

5. Bsectu nmoruH AaMmuHHMCTparopa, ociie BBoja napois (pu Haxxatuu Ha kiiasuiny Enter, o
yMmogaHuto, Oyzet admin 6e3 maposs).
NMPUMEYAHUE
Be3 mapons He OyneT yaaJeHHOTO TOCTyMa K MaHesn ynpasneHus PayaraServer.
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WTor BBITIOIHEHHS] KOMAH/IbI OY/IET TAKOB:

nin user
admin p; O : t default of no password]:
t dmin p

port
port
":I ort
":I ortc
port .
l’:l ort 111 F B L -

port 11: For  MUTUALAUTH.
[:I

=)
=Great Malvern,?®

Domain wor .

Domain i min port is 1:
Domain admin user is
Command ¢ te-domain ex

d:\pb\payaras\bin>g

puc. 2. Pe3y.m>TaT BBINMMOJTHEHUSA KOMAaHAbI CO3TaHUA TOMEHA

6. 3amyCTUTh CO3AaHHBINA JOMEH work (3amycTuTh Takxke u3 nanku <I[lamka payara>\bin\):

asadmin start-domain work

ITpu ycniemHoM 3amycke 0TOOpa3HUTCs CIENyIOoIas 3aKCh:

Command start-domain executed successfully.

d:\pb\payaraS\bin»g

puc. 3. YcneniHoe BbINOJTHEHHE 3almyCcKa J0MeEHa

7. Janee 3aiitu yepe3 BeO-Opay3ep s aIMUHHCTpUPOBaHuUs Payara 1o cchuike
http://localhost: 11148 (ns ynanenHoro noakiatoueHus BMecTo localhost HeoOxoaumo ykazats [P
aapec wnu DNS uMs koMIibloTepa, IJie YCTaHOBIIEH cepBep npuioxeHuii Payara) u BBecTu B
cootBeTcTBytomue most Jlorun u [laposs agMUHECTPATOpa, YKa3aHHBIC TP CO3TAHIH
JIOMEHa:




Pyko60o0cmeo no nacmpoiike u ycmaHnoexe

payara’

'ER
ot

Administration Console

User Name: admin

Password: [ =y ]

Login

Copynght @ 2005, 2014, Oracle and/or its affiliates. Payara Portions Copyright © 2016 Payara Foundation. All rights reserved. Payara
and Payara Server are frademarks of Payara Foundation. Oracle and Java are registered trademarks of Oracle andfor its affiliates.
Other names may be frademarks of their respective owners.

puc. 4. Bxox uepe3 Be0-0pay3ep ajs agMunncTpupoBanusi Payara

2.3 CVYB]

st cuctemsl Tpedyetcs B3aumoneiicteue ¢ JIBYMS nucrounnkamu 1aHHbBIX.
B pomn CYB/] pexkomennyercs ucnonb3obanue PostgreSQL.
Jlyist o01iero cirydasi HACTPOHKH HEOOXOIMUMO:

1. Cosnars JIBE 6a3b1 nanusix. Onna ¢ umenem SMEV npyras — DIRECT.

8. B 6a3e nannbix DIRECT Heo6xomumo co3nate 4 myctele cxembl: prbank; prbank fias;
prbank hs; prbank fms:
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= Servers (1)

E‘ ri':\f PostgreSQL 10

Sl 5
<% Catalogs
" [T} Ewent Triggers
: ) Extensions
‘E" Foreign Data Wrappers
! Languages
N OFETETIEE
W ¥ prbank
W &P prbank_fias

W %P prbank_fms
B %% prbank_hs
B E public
SMEV

- |lg5| Casts

- Aan M amaleee

puc. 5. Co3nanHble cxeMbl B 0a3e JaHHBIX

9. Ckauars JDBC gpaiiBep 1o HUKEyKa3aHHOM CCBUIKE:
https://jdbe.postgresql.org/download.html

10. PazapxuBupoBaTh CKa4aHHBIN ApalBep B MAIKy
<Ilanka Payara>\glassfish\domains\<umsmomena>\lib

B utore B narke lib 10/KHBI HAXOIUTHCS. HECKOJIBKO ITYCTHIX MANoK, KOTOpble (POPMHUPYIOTCS TIPU
coznannu nfomeHau JDBC npaiisep.

2.4 Ycranoska KpunrollpoJCP

2.4.1 IIoozomoeka oucmpudymuea
Jis TOATOTOBKM AMCTPHOYTHBA HEOOXOIMMO BBITIOJIHUTH CIIEIYIOIIEE:

1. Ckauarb nuctpubytus Kpunrollpo JCP c caiita:
https://www.cryptopro.ru/products/csp/jcp/downloads

2. PacnakoBaTh apxuB B IaNKy Ha cepsepe (B JaHHOM npumepe C:\cryptopro).
BAKHO!

IlomHbIi IIYTh K MalKE HC JOJLDKCH COACPKATh KUPUININICCKUC CUMBOJIbI.

3. Haiitu JRE, xoTopoe ucnonb3yeT cepBep NpUIOKEHUH, HATPUMED
C:\Program Files\BellSoft\Liberica]DK-8\jre\lib\ext\.
Jlasiee 3TOT Iy Th UCIONIB3YETCsl HEOAHOKPATHO, 0003HAYUM €r0 KOpoTKo <JRE>.

4. Cxonuposars Oubnnorexu u3 C:\cryptopro\dependencies B katasor <JRE>\lib\ext
e serializer.jar,

e commons-logging. jar,

e xalan jar,

e xmlsec.jar



+c:\Program Files\Bell Soft\LibericaJDK-8\jre\lib\ext\* * I

Tun Pasmep +[ara
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A tWmn

&L

Jjar
jar
jar
jar
jar
jar
jar
jar
jar
jar
jar

<Manka> 02.03.2021 12:25—
729 16.01.2021 12:55a

198 107 16.01.2021 12:55-a
3 860 565 16.01.2021 12:553
8 288 16.01.2021 12:553

44 518 16.01.2021 12:554
1182 628 16.01.2021 12:553
2 033 834 16.01.2021 12:554
55 976 16.01.2021 12:55 5
271 304 16.01.2021 12:554
43 809 16.01.2021 12:5549
275 559 16.01.2021 12:554
69 749 16.01.2021 12:559

@

i¥:bepkixjdk 150n-1.50
beprovdk 150n-1.50

g¥scommons-ogging-1.1.1

g¥shitpclient-4.2

Pshttpcore-4.2

[‘java

i:json-20080701

P junit-3.8

Pyserializer-2.7.1

g:lxalan—Z.?.l]

g:lxmlsec—‘l 5.0

puc. 6. KonupoBanue B karajor <JRE>\lib\ext

5. BBINONHUTE HHCTPYKIMH IO MOATOTOBKE java K yctaHoBke Kpumnrtollpo JCP:
https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/44/6/snjatie-

ehksportnykh-ogrnichentijj

2.4.2 Yemanoexka Kpunmollpo JCP

BHUMAHHUE!

VYcranoBka AO0J’KHA NPOU3BOAUTHCA aIMUHUCTPATOPOM.

3amycTUTh IPUIIOKEHHUS setup.exe OT UMEHH aAMHHUCTpaTopa. [locie BeIOOpa sI3pIKa U IEHCTBHA
(ycraHoBka/ynaneHue) OyaeT MpeiokeHo yKaszaTh, B kakoil JRE OyneT nponsBonuThCst HaCTpoiika,
KaKle MOJyJIH cliefyeT ycTaHoBUTh. HeoOxoaumo BbIOpaTh

C:\Program Files\BellSoft\Liberica]DK-8\jre:

g JCP Installer

77 N\
P KPUMTOMPO
\_

BrifbepiTe JRE

() ¥cTaHoBneHHsie JRE
C:\Program Files (x86)Javaljre1.8.0_241
O):"

Ci'\Program Files'\BellSoft\LibericalDK-3\jre

Onucanue JRE:
Version: 1.8.0_282, 64-bits

Hazaa

WHcTannartop JCP

YcraHoBKa

Lanee

OTMeHa

OTKPEITE...

Crypto-Pro Installer, 2005-2021 |
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gy JCP Installer — >

77N\
> KPUTTTOIPO MHcTannsaTop JCP
N

YcraHoBKa

BriGepuTe NpoayKThI:

KpunTonposaiaep JCP

BRMOMUTE YOMNEHHEI KOHTPONE WONONb30BaHNA KoHelt

Moayne WwhhposaHua

[ ] Moayne noaaep#ku KapT M TokeHos, TpefyeT OCF (ycTapen)

[ ] Mogyne nogaepHimn KapT M TOKEHOB

Mposaiaep TLS

Moaynm CADES, XAdES, TpebytoT bouncycaste: bo*-jdk150n-1.50

HaTueHbIM kKpUnTonpoBaaep Java CSP, TpebyeT KpunTolpao CSP

Crypto-Pro Installer, 2005-2021

Hazaa Lanee OTmeHa

=

puc. 7. Boioop JRE u BbIGOp MoayJ1eii A1 YCTAHOBKHU

B ciyuae ycrienrHoro BBITOJHEHUST YCTAHOBKH aBTOMATHYECKH C(POpMHUPYETCsl COOOIIEeHHE:
«YCTaHOBKA NTAKETOB 3aBEPIIECHA YCIEIIHO.

[Tocne ycTaHOBKM peKOMEHAYeTCs iepe3arpyska cepepa. B cooTBeTcTBHY C IMLIEH3MOHHBIMU
orpanndeHusmu komnanuu Kpunrollpo, Ha naket Kpuntollpo JCP naercs neMoHCTpalMOHHBbIH
JOCTYH JJIUTENbHOCTBIO 3 Mecsilia ¢ AaThl IEPBOM YCTAaHOBKHU.

10
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3 Hacrpoiika cepBepa NpuJI0KEHUN

Hacrpoiiku B Payara nis cucrembl «IIporpambank.MHTEerpanum»

B ¢aitne <JRE>/lib/security/java.security ynanauTh 2 CTPOKH:

ssl.SocketFactory.provider=ru.CryptoPro.ssl.SSLSocketFactoryImpl

ssl.ServerSocketFactory.provider=ru.CryptoPro.ssl.SSLServerSocketFactoryImpl

B crengyromux crpokax:

ssl.KeyManagerFactory.algorithm=GostX509
ssl.TrustManagerFactory.algorithm=GostX509

n3MeHuTh npocrasieHHble Kpunrollpo JCP 3HaueHns Ha 3HaU€HUS IO YMOIYAHUIO:

ssl.KeyManagerFactory.algorithm= SunX509
ssl.TrustManagerFactory.algorithm= PKIX

Janee, 3 kKOMaHAOW CTPOKU HEOOXOAMMO OCYIIECTBUTH CTAPT IOMEHA CepBepa MPUIOKCHHA U
BBITIOJIHUTB BXOJ] Uepe3 BeO Opaysep B uHTepdeiic aiMUHUCTpATOpa.

BbINOIHUTS ClleqyronIue HaCTPOUKHU:

e JVM Options
e HCcTOYHMKM NJaHHBIX
e JMS Resources

3.1 JVM Options

Ha Bxnaake JVM Options (mocienoBarensHO Beidupaetcs Configurations — server-config —
JVM Settings — JVM Options) He00X01UMO U3MEHHUTH KJIIOYH, KOTOPBIC IPUBOASTCS HA PUCYHKE
HIDKE!

11
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JOBC General Path Settings JVM Options Profiler
JMS Resources

» Y JNDI
B JavaMail Sessions JVM Options
ﬁ. Resource Adapter Configs
Y Configurations
default-config
server-config Configuration Name:  server-config
f Admin Service
Availability Service
Batch Options (49)
Connector Service
Data Grid
EJB Container

Manage JVM options for the server Values containing one or more spaces must be enclosed in double quotes ("value string™).

Add JVM Option

Value
HealthCheck

L ]
i
|
L
v

HTTP Sanvica

Min JUM
Version
III JVM Settings

» & Java Message Senvice s | —add-opens=java basefjdk internal loader=ALL-UNNAMED

-client

Logger Seftings
2o MicroProfile —-add-opens=jdk. management/com sun.management internal=ALL-UNNAMED
E] Monitoring

» @ Network Config —add-exporis=java.basefjdk internal ref=ALL-UNNAMED

puc. 8. Bkiaaaka JVM Options

Ecnu kiroua Her, 1o ero cienyer 1o6aButh o kHonke Add JVM Option u B nosne value ero
PONHCATh.

e VYBeMMYHTH MAKCHMAIIBHBIA pa3Mep MaMsTH JOCTYIHBIA cepBepy NpUIOKeHHA, He MeHee 21°0:

-Xmx2048m

e Jlns pabotel Kpunrollpo JCP:

-DUseSunHttpHandler=true

o Jlns obecrieueHns: 6€30IMaCHOCTH U COXPAHEHUS 3HAYCHUH HEKOTOPBIX KITIOUYEH TpU OOHOBJICHUHT
NPUIOKEHHUS] MOYKHO CO3/1aTh albTepHATUBHBIN (ailyl KoH(pUrypaum, 4To0bl He
KOPPEKTHPOBATH TIEPe]] KaXKIBIM OOHOBICHUEM TOT, YTO JIGKUT B jsmev*.ear. Jlo0aBUTh B
cucTeMHOM cBoiicTBe server-config-JVM Settings Ha Bkinanke JVM Options:

-Dru.prbank.jsmev.config.location=<ums Bawero ¢aiina koHpurypauum (nosHoe, c nyTem)>
o JloGaButk cBoiicTBO classloading.delegate=false. HacrpauBaercs B
JVM-settings Ha Bxinagke JVM Options:

-Dfish.payara.classloading.delegate=false

e  VYIaJauTh KIIIOY:

-XX:+UseOpenJSSE

3.2 MHcTOYHHUKHU JAHHBIX

Heo6xonumo nactpouts aBa JDBC ConnectionPools B mopTasne ynpasieHus: JoMeHa (ITyHKT MEHIO
Resources — JDBC — JDBC ConnectionPools).
[Ipexne Bcero, cleayeT co3aaTh My ¢ UASHTH(DHUKATOPOM jsmev:

B kauectBe Resource Type ykazats javax.sql.ConnectionPoolDataSource.

12
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B mone DatabaseDriverVendor, B kauecTBe BeHa0pa yKka3aTh Postgresql, manee HaxxaTh Ha KHOTIKY
NEXT. 3nauenue B noine DatasourceClassname ornpeneianrcsi aBTOMaTHUECKU:

New JDBC Connection Pool (Step 2 of 2) [Previous | [ Finish | [Cancel |

dentify the general settings for the connection pool. Datasource Classname or Driver Classname must be specified for the connection pool.

* Indicates required field

General Settings

Pool Name: jsmav
Resource Type: javax sgl.ConnectionPoolDataSource
Database Driver Vendor: Postgresql

Datasource Classname: org.postgresgl.ds.PGConnectionPoolDataSource ¥

Select or enter vender-specific classname that implements the DataSeurce and/or XADataSource APls

Driver Classname: v

Select or enter vender-specific classname that implements the java.sgl Driver interface.

Ping: Enabled
VWhen enabled, the pool is pinged during creation or reconfiguration to identify and wamn of any erroneous values for its attributes

Description:

puc. 9. Hacrpoiika JDBC Connection Pools

Ha Bxianke General B pasziene PoolSettings ykasars mapametp IdleTimeout = 3000.

Pool Settings

Initial and Minimum Pool Size: |3 Connections
Minimum and initial number of connections maintained in the poo
Maximum Pool Size: 32 Connections
Maximum number of connections that can be created to satisfy client requests
Pool Resize Quantity: 2 Connections
Mumber of connections to be removed when pool idle timeout expires
Idle Timeout: 3000 Seconds
Maximum time that connection can remain idle in the pool

Max Wait Time: 60000 Milliseconds
Amount of time caller waits before connection timeout is sent

puc. 10. Pazgen Pool Settings, napamerp IdleTimeout = 3000

B pasnene Additional Properties HeoOXOMMMO OCTaBHThH TOJIBKO CIICTYIOIIHE CBOMCTBA:

Additional Properties (3)
E4NED | | Add Property | | Delete Properties

| Select| Name 4 | Value 4 | Description +
DatabaseName SMEV1
PortNumber 5432
User postgres
Password 1
ServerName localhost

puc. 11. IIpumep HacTpOKH IyJ1a coeAMHEHHS ¢ HMEeHeM jsmev Ha ocHoBe PostgreSQL
ServerName — azipec cepBepa
PortNumber — nopt
Password — mapoins k CYB/]
User — monb3oBarens CYBJ]
DatabaseName — Mims B/I, co3nannotii B . «CYB»SMEV

Haxatp Ha kHOonKy Finish.

Ha Bknaakxe Advanced B paznene ConnectionValidation ycranoButh npusHak Required, a B
none ValidationMethod yxa3are auto-commit.

[lanee nepeiiTy B CBOMCTBA CO3AaHHOTO IyJia U HaxkaTh Ha Ping mist nposepku coenenus ¢ CYB/]
(puc. 12).

[Tpumep ycrienmHoOTO MPOXOXKIeHHS Ping MpUBOIUTCS Ha CIIETYIOIIEM PUCYHKE:

13
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‘ General ‘ Advanced ‘ Additional Properties ‘

@ Ping Succeeded

Edit JDBC Connection Pool

Modify an existing JOBC cemmeciign pool. A JDBC connection pool is a group of reusable connections for a particular database.
| Load Defaults | [ Flush |.[ Ping |

* Indicates required field
General Settings

puc. 12. Yenemnoe npoxo:xaenune Ping

B unbIX ciaydasx OyneT o3HayaTh, 4TO HEBEpHO HAacCTpoeHo coenuHenue ¢ bJI.

AHaNOTUYHO, CIIEAYET CO3aTh BTOPOU My ¢ uaeHTudukaropom directories.
BHUMAHMUE!

Js myna directories B mone DatabaseName HyxHo ykaspiBath BTOpyto B/l u3 m «CYB/p».
DIRECT.

Heob6xonumo Hactpouts aBa JDBC Resources B mopTase ynpasiaeHus: JoMeHa (ITyHKT MEHIO
Resources — JDBC — JDBC Resources).

Pecypcel coznatorest ¢ uMeHamMu 6€3 N3MEHEHHI.

1. ms nepBoro pecypca jdbe/pbJSmev, yka3ars B kauecTBe ITyjla COEAMHEHNE, CO3JaHHOE Ha
MPEAIIECTBYIONIEM Iare ¢ UMeHeM jsmev. [Ipumep:

New JDBC Resource

Specify a unigue JNDI name that identifies the JDBC resource you want to create. The name must contain only alphanumeric, underscore, dash, or dot characters.

JNDI Name: * [jdbc/pbJSmev
Pool Name:  [jzmev v

Use the JOBC Connection Pools page to create new pools

Description:
Status: #| Enabled
Delete Properties
| Select| Name | Value | Description

No items found.

puc. 13. Pecypc jdbe/pbJSmev ¢ umenem myJia jsmev

2. ms Broporo pecypca jdbc/directories, B criucke PoolName BEIOpaTh cO3aHHBIN ITyIT €
umeHeM directories.
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Pyko600cmeo no nacmpoiixke u ycmamnoske

3.3 JMS Resources

Commeon Tasks

@ Domain
[ server (Admin Server)
Clusters
Standalone Instances
» @ Nodes
] Applications
% Lifecycle Modules
Monitoring Data
i@ Resources
'8 Concurrent Resources
» & Connectors
* [ JoBC
L4 JMS Resources
> Connection Factories
Destination Resources
» [ INDI

== lavallail Qaccinne

JMS Destination Resources

JMS destinations serve as the repositories for messages. Click New to create a new destination resource. Click the name of a destination resource to medify its

Destination Resources (0)
|New...| Delete Enable
Select | JNDI Name

No items found.

Disable

Status Enabled Resource Type Description

puc. 14. Hactpoiika JMS Destination Resources

s nactpoiiku JMS Resources Heo0Xonumo creayromniee:

1. Hacrpouts cnenyronme JMS Destination Resources:

JNDI Name

jms/GisGkhErrorQueue
jms/GisGkhErrorQueue2
jms/GisGkhQueue GisGkhQueue

jms/GisGkhQueue2

jms/UfebsFilesErrorQueueUfebsFilesErrorQueue

jms/UfebsFilesQueue

Physical Destination Name Resource Type

GisGkhErrorQueue javax.jms.Queue

GisGkhErrorQueue2 javax.jms.Queue
javax.jms.Queue

GisGkhQueue2 javax.jms.Queue

javax.jms.Queue

UfebsFilesQueue javax.jms.Queue

mqg.sys.dmq dmq javax.jms.Queue
jms/Smev3Queue  Smev3Queue javax.jms.Queue
jms/Smev3ErrorQueue Smev3ErrorQueue  javax.jms.Queue

2. Hacrpouts cnenyromue JMS Connection Factories:

e Domain
server (Admin Server)
Clusters
Standalone Instances
* [ Nodes
* [ Applications
a2 Lifecycle Modules
Monitoring Data
v [§@ Resources
4 é Concurrent Resources
» 7 Connectors
B8 JDBC

v @ JMS Resources
» [ Connection Factories

> Destination Resources
* [ INDI

JMS Connection Factories

Java Message Service (JMS) connection factories are objects that allow an application to create other JMS objects programmatically. Click New to create a new ¢
factory. Click the name of a connection factory to modify its properties.

Connection Factories (9)
[87] (3] | [New..| Delete| |Enable| | Disable

Select | JNDI Name +. | Logical JNDI Name

4 | Enabled 4 ‘ Resource Type N ‘ Des

) | jms{__defaultConnectionFactory java:comp/DefaultIMSConnectionFactory v javax jms.CennectionFactory
1 jms/GisGkhConnectionFactery v javax jms.ConnectionFactory
1 jms/GisGkhConnectionFactory2 v javax_jms.ConnectionFactory
1| jmsiUfebsFilesConnectionFactory v javax jms ConnectionFactory
) | jms/GisGkhErrorConnectionFactory v javax jms.CennectionFactory
)| jms/GisGkhErrorConnectionFactory2 v javax jms.CennectionFactory
Il jms/UfebsFilesErrorConnectionFactory v javax jms.CennectionFactory
| jms/Smev3ConnectionFactory v javax jms.ConnectionFactory
)| jms/Smev3ErrorConnectionFactory v javax jms ConnectionFactory

puc. 15. Hacrpoiika JMS Connection Factories
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Ilpocpambank. Hnmezpayuu

Pool Name Resource Type
jms/GisGkhConnectionFactory javax.jms.ConnectionFactory
jms/GisGkhConnectionFactory2 javax.jms.ConnectionFactory

jms/UfebsFilesConnectionFactory javax.jms.ConnectionFactory
jms/GisGkhErrorConnectionFactory javax.jms.ConnectionFactory
jms/GisGkhErrorConnectionFactory2 javax.jms.ConnectionFactory
jms/UfebsFilesErrorConnectionFactory javax.jms.ConnectionFactory
jms/Smev3ConnectionFactory javax.jms.ConnectionFactory

jms/Smev3ErrorConnectionFactory javax.jms.ConnectionFactory

3. Tlocne npousBeeHHBIX N3MEHEHUH TpeOyeTcs epe3arpy3uTh CepBep MPHIOKESHUH.

W3 komaHIHOM cTpokH u3 manku <[lamka payara>\bin:

asadmin stop-domain <ums pomeHa>

[Tocie Toro Kak NpoM30MIET OCTAaHOBKA JOMEHA BBIITOJIHUTH 3aIlyCK JJOMEHA:

asadmin start-domain <uma pomeHa>

WJIM TIEPETPY3UTh KOMaHI0M:

restart-domain <uma pomeHa>
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4 Hacrtpoiika oomena co CMIB

4.1 Hacrpoiika Kpunrollpo JCP

3anyck nanenu Kpunrollpo JCP ocymecTBisieTcs uepe3 KOMaHAHYIO CTPOKY OT UMEHH
aJIMMHHCTparopa:
<JRE>java.exe -Dfile.encoding=cp866 ru.CryptoPro.JCP.ControlPane.MainControlPane

puc. 16. 3anyck naneau ynpasjenusi KpunrollpoJCP

Hacrpoiika napamerpos

BHUMAHUE!

[Mapamerpsr Kpunrollpo JCP xpanstcs B paspese MOIb30Bareiicii OMEPAIOHHON CHCTEMBI,
MOATOMY YKa3aHHBIC B 3TOM ITYHKTE NEHCTBUSA CICAYET BBIIOIHUTH MOJ KaXIBIM IMOJIb30BaTEIIEM,
OT UMEHH KOTOPOTO OyIET OCYIIECTBISTHLCS 3aIyCK CepBepa MPHIIOKEHISL.

Ha Bxnagke Hactpoiiku cepBepa (TLSSettings) cHATH ¢u1aXKu B MOJAX:

e IlIpoBepsTh ceprudukarbl nenouku Ha ot3bIB (Checkrevocationstatus of certificate chain)
e 3arpyxkars CRL nmo CRLDP cepru¢pukara (Load CRL by CRLDP)
e 3arpy:xkarb CRL u3 nanku (Load CRL from directory)

YcTaHOBHUTH MEPCKIOYATEIb B ITOJTOKCHHUEC!

e Pa3zpemuth HeOe30nmacHoe BO300HOBIeHHe ceccu U HecooTBeTcTBHE RFC 5746(Allow
unsafe regeneration and legacy hello messages):

17



Ilpocpambank. Hnmezpayuu

L Hactpoikm Kpuntollpo JCP - o X

JCP ANropuTMel ObopyaosaHue JononHKTeRsHD

XPEHUNWLLE KMKoYed 1 CepTUDMKET oS Cepeep JTLS HacTpoiiki TLS
AYTEHTUDMKALMA KNMEHTa He TpeOYETCA
PazMep Kala Cecoi 200
Bpema xpaHEHWA CECOMiA B Kawe (4) 295

[ ] NpoBepaTe cepTHdMKaTE! LENoYKM Ha OT3k0IE
[] 3arpysate CRL no CRLDP cepTudmkaTa (Mo yMondaHmo)

|:| Jarpy#aTe CRL 13 nanku

(®) PazpeliTe HebesonacHoe Bo300HOBNEHME CRCCMM M HECOOTEETCTEME RFC 5745

O 3anpeTHTE HEDE3oNacHoE Bo300HOBNEHWE CECCMM, PE3PELUMTE HECOOTBETCTEME RFC 5746

l::j Tpebosate Hanuaue RI 1 cTporoe cooTeeTcTEME RFC 5746

oK OTMeHa MpHMEHMTE

puc. 17 Hactpoiika Kpunrtollpo JCP

JIOTIOJTHHUTENBHO CIIeyeT MPOBEPUTh, UTO Y KAKAOT'0 ITOJH30BATEIIS, OT IMEHU KOTOPOTO Oy/IeT
OCYIIECTBIISIThCS 3aIyCK CEpBepa MPUIIOKEHHsI, ecTh AocTyn K manke JRE\lib\ext u Haxonsmumcs B
Heit JAR ¢aiinamu KpurnrolIpo JCP.

Jupexropus Ui COXpaHEHNsT KOHTEHHEPOB KIIto4eH 3a1aeTcs Ha BKiIaake OdopynoBanue
(Hardware).
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Pyko60o0cmeo no nacmpoiike u ycmaHnoexe

3AMEYAHUE

Ba)KHO, YTOOBI TTOJIHBIN IMyTh K IManKe HE COACPIKA KUPUTITIMYCCKUEC CUMBOJIBI.

[ £ Hactpoiikm Kpuntollpo JCP

XpaHUNHLLE KNKYe Cepeep ]
ICP ANropHTMEl HononHn
MyTe K xpaHunwy Floppy
A

¥Tb K XpaHunawy HDImage
C:\BASECryptoProl,

puc. 18. Bknaaka «O6opynoBanue»

YrtoObl 3arpy3UTh B XpaHUJIHUILE KOHTEHHEPOB JIMUYHYIO KIIIOYEBYIO Mapy, HEOOXOAUMO B
JUPEKTOPUIO, YKA3aHHYI0, KaK MyTh K xpanuiuiiaM HDImageStore, ckonupoBaTh KiiroueBoit
koHTeiHep (nmanka *.000 ¢ ¢aitnamu *.key). 3arem Hy>kHO OOHOBHUTbH CIIMCOK IO KHOTIKE
OOHOBHUTB, PACIIONIOKEHHON BHU3Y:

|£| Hactpoiikn Kpuntolpo JCP — O x
JCP foconuia AT Ta kM Ta1=FT JdononHUTENbHD OkpyeHue
KPEHUNMLLE KIKOYER 11 CEpTHDMKATOR Cepeep JTLS HacTpoiis TLS
i XFIEHMJ'IMLLI.E KDHTEI:&HEI:IDB CYMTHIESTENE .
S O -]
| [@-88 SMEV_TEST OnepaLmi © KOHTEAHEDEMA
]ﬁ FloppyStore MoMHD CO3AEBaTE KNDYEBEIE KOHTEMHEDLI 1
3aNpOCE Ha CEPTUgMKaT
Cozaate
% ¥paHunuWa cepTUdMKaToB
I
CBHOBMTE
0K OTMeHa MpUMEHHTE |

puc. 19 Xpanuanme karodeit Kpunrollpo JCP
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Ilpocpambank. Hnmezpayuu

4.2 Hacrpoiika ¢paiiia KOHGUTypauum CUCTEMbI
«IIporpambank.MuTerpanum»

KoppexTupoBka ¢aiijiia kondurypanuu .config.

1. ®aiin koHPUTYpaK U3 AUCTPHOYTHBA HEOOXOIUMO HACTPOUTH M CKOITMPOBATH B TAIIKY, MyTh K
KOTOpPOMY yKa3aH B HacTpoiike B myHKTe «JVM Optionsy.

Ecnu ucrionb3yeTcst MpOKCH ISl COEIMHEHHSI ¢ MHTEPHETOM, TO HE0OX0IMMO, U3MEHHUTH YCIIOBHE:
! IIpokcu

SMev.proxy = true

smev.proxy.url = Ommuoka! HeqomycTuMblii 00beKT runepcchblIKH.

WIIH:

11. Co3nats nanky c:/SMEV/Logs/,

WIH

pU HEOOXOTUMOCTH U3MEHUTH IyTh B HACTPOMKE /0 MAIKU C JIOTAMH:

smev.jrn.log.path = c:/SMEV/Logs/

12. 3ajaTh UMsI KOHTEIHepa ¢ KJIo4yaMH U apoib (110 YMOJIYaHUIO IPOMHUCaHbl JaHHBIE TECTOBOIO
KOHTEWHEpa U NapoJib K HEMY).

! ums xonTeiHepa KpunrollpoJCP u napons npusarHoro kitoda S1IT
Hanpuwmep:
abonent.gefest.eds.container =test

abonent.gefest.eds.password =1234567890
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Pyko60o0cmeo no nacmpoiike u ycmaHnoexe

S YcraHoBKa MPOrpaMMHOI0 KOMILIEKCA
«IIporpambank.UHTErpanium»

Jnst mpaBuiIbHOM paboThI MPOTrPAMMHOI0 KOMIUIEKCA MEpe]l BBINOJIHEHHEM KoMaH ikl deploy
HEOOXOIMMO BBITIOJHUTh HACTPOUKY KOHpUTrypaiuu B ¢aiie .config.

Pexomenyercs crenath CBOi COOCTBEHHBIN «aJIbTEPHATUBHBIN (haiin KOH(UTYpaLuK, KOTOPBIH
Oynet HaxonuThes B (hainoBoii cucreme OC, u 3a1aTh MyTh K HEMY B CUCTEMHON IIEPEMEHHOI -

Dru.prbank.jsmev.config.location (cm. 1. «JVM Optionsy). ®aiin-npuMep HaAXOIUTCS B apXUBE
jsmev*.ear B katasore jsmev-config-ejb-2.0-SNAPSHOT jar\ru\prbank\smev\.

B «ansrepHatuBHOM» (aiine KoHPUTypalu MOXHO YKa3bIBaTh HE BCE MapaMeTpsl. B aTom cinyuae,
3HAUEHUs MapaMeTpoB, KOTOpble Bl He epekpbuIN B «cBOEM» (aiisie KoHpurypauuu OynyT
3a4uTaHbl U3 Qaila BHyTpU apxuBa jsmev*.ear.

st pa3BopaurMBaHus MPOrPaMMHOIO KOMILIEKca B pasnene Applications o kHonke Deploy
BBIOMpAETCS KaTaJIor, Tie JISKUT dainjsmev*.ear. Jlanee ucnonn3yercs kHonka OK:

Common Tasks Deploy Applications or Modules
@ Domain Specify the location of the application or module to deploy. An application can be in a packaged file or specified as a directory
server (Admin Server) * Indicates req

Clusts .
g Clusters Location: & Packaged File to Be Uploaded to the Server
Standalone Instances =
BhifepuTe daiin | jsmev-ear... SHOT.ear

* [ Modes
[ ] Applications
& Lifecycle Modules Local Packaged File or Directory That Is Accessible from Payara Server
Manitoring Data Browse Files.. Browse Folders...

v [ Resources
L= Concurrent Resources Type: * Enterprise Application ¥
» 5 Connectars
> JDBC I

8 Application Name: * [jsmev-ear.2.2-SNAPSHOT
L=+ JMS Resources
Virtual Servers:
L] JNDI
§ ) server
[z JavaMail Sessions
& Resource Adapter Configs

¥ [g#| Configurations Associates an Intemnet domain name with a physical server.
* (g4 default-config Status: ¥ Enabled
* (B4 server-config Allows users to access the application

Implicit CDI # Enabled

puc. 20. Beidop karanora

Nwmsa YCTAHOBJICHHOT'O MTPUJIOKCHUSA IMOABUTCA B OKHC IMOCJIC YCIICIITHOT'O BBIITOJTHCHUA KOMAaH bl
Deploy:

1 Commeon Tasks Applications
@ Domain Applications can be enterprise or web applications, or various kinds of modules. Restart an application or module by clicking on the reload link, this action will apply or
server (Admin Server) targets that the application or
g Clusters Deployed Applications (1)
Standalone Instances (2] (2] | [Deploy...| | Undeploy |  Enable |Disable| | Filter: v
Nodes
%Awicaliuns 5elect| Name | Deployment Order | Enabled | Engines ‘ Action
jsmev-ear-2.2-SNAPSHOT 100 v ear. ejb, web, webservices | Redeploy | Reload

&% Lifecycle Modules
Monitoring Data
I Resources

'B Concurrent Resources

= A Chnnantees

puc. 21. Pe3y1bTaT yCTAaHOBKH NPHUJIOKEHUS HA cepBepe MPHUI0KeHUI
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Ilpocpambank. Hnmezpayuu

6 Ilposepka padoTOCIIOCOOHOCTH CEPBUCOB

IIposeputsb padorocnocodHocTs cepBuca: GET /gis-gkh/ping

Mo’kHO ITpOBEpHUTH, Yepe3 BeO-0poy3ep, 00paTUBIIUCH 110 aJpecy:
Ommuodka! HegonmycTuMblii 00beKT rUNepCChblIKH.

3neck ip:port — aapec o KoTopomy ycraHoBieHa cuctema «IIporpambank.MaTerpanumy»/
Bospamiaer tekymiee Bpems B popmare yyyy-MM-ddHH:mm:ss.SSSSSS

BeirnsauT 310 Tak:

2026-11-86 17:55:19.000316

Ecnu cuctema 3amyIieHa Ha TEKYILEM KOMIBIOTEPE U Mcnonb30BaH mopT 11180, To cTpoka 3amycka
OyIeT ClemyIone:
http://localhost:11180/smev/rest/gis-gkh/ping

IIpoBepurts padorocnocodHocTs cepBuca: GET /gis-gmp/ping

AHaJOTHYHBIM CIOCOOOM TIpOBeEpsIeTCs yepe3 BeO-0poy3ep
Ommuodka! HegonmycTuMblil 00beKT rHNEePCChLIKH.

Bo3zepamaer tekymee Bpems B popmare yyyy-MM-ddHH:mm:ss.SSSSSS

Ecnu cuctema 3amyIieHa Ha TEKYILLEM KOMIBIOTEPE U Hcnonb30BaH mopT 11180, To cTpoka 3amycka
OyZAeT CielyIoIIe:
http://localhost:11180/smev/rest/gis-gkh/ping

IIpoBeputs padotocnocodnocTs cepsuca: GET /gis-gmp-3/ping

AHanoru4Ho
Ommnodka! HegonycTuMblil 00beKT rHNIEPCCHLIKH.

Bospamiaer tekymiee Bpems B popmare yyyy-MM-ddHH:mm:ss.SSSSSS

Ecnu cuctema 3amyiieHa Ha TEKyIeM KOMITbIoTepe U ucnoib3oBaH mopt 11180, To cTpoka 3amycka
OyZAeT CielyIoIIei:
http://localhost:11180/smev/rest/gis-emp-3/ping

IIpoBeputs padorocnocodnocTh cepBuca: GET /gis-gkh-3/ping

AHanoru4Ho
Ommnodka! HegonmycTuMplil 00beKT rHNEPCChLIKH.

Bospamiaer texymiee Bpems B popmare yyyy-MM-ddHH:mm:ss.SSSSSS

Ecnu cuctema 3amyiieHa Ha TEKyIeM KOMITBIOTEpe U ucoib3oBaH mopt 11180, To cTpoka 3amycka
OyneT cienyrone:
http://localhost:11180/smev/rest/gis-gkh-3/ping
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Ipunoxenue 1. [lepeyens 3aBucumocTeii (CpaBoOYHO)

Hwxe npuBeieH CIMCOK 3aBUCUMOCTEH (OMOIMOTEKH U Ip.), KOTOPBIE MOTYT TpeOOBaThCS AJIS
paboTsl npunoxenust. CrenuansHbie JeHCTBUS (KPOME YKa3aHHBIX BBIIIE) 711 YCTAHOBKU HE

TpeOytoTcs. CUCOK MPUBEIEH AJIsl CIIPABKH.

3aBucuMocTH UTnnensus
https://mvnrepository.com/artifact/javax/javaee-api CDDL
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-enforcer-plugin |Apache
https://mvnrepository.com/artifact/org.projectlombok/lombok MIT
https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 \Apache
https://mvnrepository.com/artifact/org.eclipse.persistence/eclipselink IEDL, EPL
https://mvnrepository.com/artifact/commons-io/commons-io IApache
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-checkstyle-plugin IApache
https://mvnrepository.com/artifact/commons-beanutils/commons-beanutils IApache
https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api lApache
https://mvnrepository.com/artifact/joda-time/joda-time IApache
https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core IApache
https://mvnrepository.com/artifact/org.yaml/snakeyaml |Apache
https://mvnrepository.com/artifact/com.sun.xml.bind/jaxb-impl EDL
https://mvnrepository.com/artifact/org.slf4j/slf4j-log4;12 MIT
https://mvnrepository.com/artifact/org.slf4j/slf4j-api MIT
https://mvnrepository.com/artifact/org.jamel.dbf/dbf-reader \Apache
https://mvnrepository.com/artifact/javax/javaee-api CDDL
https://mvnrepository.com/artifact/io.swagger/swagger-core IApache
https://mvnrepository.com/artifact/org.codehaus.mojo/versions-maven-plugin IApache
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-toolchains-plugin IApache
https://mvnrepository.com/artifact/org.jruby/jruby-complete EPL
https://mvnrepository.com/artifact/org.asciidoctor/asciidoctorj-pdf IApache
https://mvnrepository.com/artifact/com.github.kongchen/swagger-maven-plugin IApache
https://maven.apache.org/plugins/maven-ejb-plugin/ |Apache
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-war-plugin |Apache
https://mvnrepository.com/artifact/org.asciidoctor/asciidoctor-maven-plugin |Apache
https://mvnrepository.com/artifact/org.asciidoctor/asciidoctorj \Apache
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-javadoc-plugin \Apache
https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-resources-plugin \Apache
https://mvnrepository.com/artifact/com.edugility/jpa-maven-plugin MIT
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JIucr perucrpanuu u3MeHeHU I

Homep

Homep Howmepa nucros (cTpanuir) Cpoxk
JOKyMEHTa
H3MeEHe- Ilonmuce | Jlata | BBeacHUS
U3MEHEH- | 3aMCHEH- aHHYIU- | O BHCCCHHHU
HUS HOBBIX . U3MEHEHUS
HBIX HBIX POBaHHBIX | H3MEHCHHMIA
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